
Your online shopping form

is a Hacker’s favorite store

Make sure your forms are not leaking customer data

What you need to know

One in three people 

are online shoppers

2023 has 80 million 

more digital buyers 

than in 2022.

78% of online shoppers think 

twice about buying from an 

online retailer after a breach.

75% of all breaches Visa investigated last 

year involved e-commerce sites – with digital 

skimming attacks at the top of the list.

70% of website client-code 

comes from third-party 

scripts.
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TIP


Monitoring scripts for malicious behavior and 

assessing the risk of forms leaking data on your 

checkout paged must at the top of your list!

If you accept online payments, you are 

a target for e-skimming attackers.  


If your website includes payment forms, take the 

steps to mitigate the risk of data compromise

If you have third-party scripts and add-ons 

powering your website, you have multiple 

gateways for web skimmers.

If you think having third-party payment processors 

makes your checkout safe, (well) think again.

In May and June 2023, an unauthorized third party inserted multiple instances 

of malicious code into several e-commerce checkout pages. 



Attackers stole the payment card data of more than 300,000 individuals.

*source: Securityweek (2023)

As of 2022, more than 70,000 stores are estimated to have been

compromised with a web skimmer.

*source: thehackernews (2023)

Once a data breach is reported, businesses may face fines of up 

to €20 million or 4% of their global revenue from the previous 

year, according to GDPR.

*source: GDPR (Date: n/a)

Almost 60 million compromised payment card records 

have been for sale on dark web platforms in 2022.



Digital skimming actors launched campaigns that 

employed fake payment card forms. 

*source: recordedfuture (2022)
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More online sales, 
more security risks2

Be sure your checkout pages are not leaking data. 

Avoid becoming one of the following examples:

TIP


At Jscrambler, we recommend e-commerce sites and online retailers 

frequently audit their web storefront code for malicious behavior and 

ensure their suppliers follow the same client-side security practices.

Comply with PCI DSS v4.0 payment 
page requirements 6.4.3. and 11.6.1.

Automate client-side 

protection with Jscrambler4

TIP


Start planning today to comply with PCI DSS v4.0 and 

the new payment page javascript requirements

Benefit 1: Maintain an inventory of all 

payment scripts with business justification


Benefit 2: Ensure only approved scripts 

are running on payment pages

Benefit 3: Prevent attempts to 

compromise user payment data.

Benefit 4: Mitigate the risk of attacks 

and malicious code injections

Benefit 5: Monitor, alert, and block 

all malicious behaviors

Benefit 6: Comply with new PCI DSS 

v4.0 payment page requirements

Assess the risk of website forms and 

checkout pages leaking data with 

five questions
3

TIP


Check the third-party code running on your 

website. Verify if it is behaving as it should.

Do you have an inventory 

of all Javascript running 
on your checkout pages?

Are digital partners accessing 

your users' payment data 

without authorization?

Are you exposed to 

e-commerce 

skimming attacks?

Are you monitoring 

scripts for signs of 

infection or misbehavior?

Do you know who 

requested each script 

and for what reason?

Ensure a trusted and 

secure experience for your 

online customers through 

the holiday season

Know Your Forms

Jscrambler is purpose-built to overcome 
the dynamic and insecure nature of 
payment pages through automated client-
side risk visibility, control and compliance.

www.jscrambler.com


